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Summary

What is the issue?
Threats and defenses 
Trends
Privacy
Playing it safe
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Why worry about breaches?

Frequency Costs
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The Ponemon Institute estimates the 2017 average cost 
of a data breach incident worldwide was $3.62 million, up 
10% from 2016, though due to economic variations some 
countries’ average costs are much higher.

For example, the average cost in the US was $7.35 million 
per breach incident, up 5% from the prior year.

Even these estimates likely underestimate the true cost of 
breach incidents since they do not include costs related to 
loss of proprietary data. 

Costs related to loss of reputation are 
difficult to quantify for the public sector



• Compliance does not (by any means) guarantee security
• Most compromised organizations were compliant and passed their audits
• Compliance can (at best) be viewed as the minimum bar for security
• “Data stewardship” needs to be every employee’s responsibility
• Security is not just the responsibility of the information security team. 
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PCI, HIPAA, ISO, NIST, ...

Why do I need to plan for the possibility of a data breach?



Why do most breaches occur overall?
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Why do most breaches occur in the public sector?
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Unlike pretexting, which is financially motivated over 95% 
of the time, motives for phishing are split between financial 
(59%) and espionage (41%). 

Phishing is often used as the lead action of an attack and is 
followed by malware installation and other actions that 
ultimately lead to exfiltration of data.

Data source: DBIR 2018
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The cast of Ocean’s 8 presumably viewing 9 Ball’s screen A subsequent shot shows the screen with nmap 
deployed

How it’s done
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156,000 emails are sent worldwide every second

Business email compromise (BEC) continues to plague 
organizations and increasing sophistication in targeting and 
social engineering means even well-trained employees can 
fall victim to malicious phishing attacks

Though the FBI only began tracking BEC as a unique cyber 
crime in 2017, it estimates that BEC may be responsible for 
up to $1.6 billion in US losses since 2015 and $5.3 billion 
globally

Email: the killer app

Data source: The Online Trust Alliance 2018

Why do attackers rely on email? 
It’s cheap, ubiquitous, global, anonymous, trusted by users, and 
integral to many business processes



“Deterring hackers is almost 
impossible when the rewards are 
so great and the risks are so low.”
Steve Ranger, TechRepublic

What can be done to stop them?

© 2018 Cognizant11



Leaders: secure the human firewall at your toll authority
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Your humans represent an extreme risk

Accidental Insider Compromised Insider Malicious Insider

• Poorly 
communicated 
policies

• Low degree of user 
awareness

• Broken business 
processes

• Data where it 
shouldn’t be

• Access where it’s not 
required

• Rogue employee
• Poor performance 

review
• Mentally ill
• Leaving to work for a 

competitor

• Criminals
• National espionage
• Corporate espionage
• Organized crime

Human error remains the most prevalent cause of breach
• Educate
• Monitor
• Measure 



Data source: DBIR 2018 







What to do if it happens? 
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• Try to hide it
• Jeopardize the 

forensic chain of 
custody 

• Hack back
• Delay contact with the 

authorities

Do

Do Not

• Implement your response 
plan

• Conduct a competent and 
thorough investigation

• Retain the forensic chain 
of custody 

• Contact the authorities



In Summary: Protect & defend, but plan your response
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The past year has brought high-profile data exposures including Equifax, Uber, Verizon, Ai.Type 
(Israel), DU Caller (China), Taringa! (Argentina) and Zomato (India), demonstrating that even 
organizations with substantial resources and expertise in data and technology can find themselves 
inappropriately defended and unprepared. 

All organizations must adopt an attitude of expectation – breach attacks will happen – and develop the 
dual view of defense: 
1. Implement strong data stewardship (including security, privacy and risk reduction) through all 

phases of the data lifecycle, recognizing the global regulatory landscape and its impact on breach 
readiness 

2. Prepare strong, well-practiced incident response measures (including a well-designed plan, 
appropriate team, predetermined action steps, regular training and testing)

Online Trust Alliance, January 2018



Information everywhere
Captured 24/7/365
Never deleted
How could this possibly go wrong?
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Artificial intelligence in action
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“New technologies are radically 
advancing our freedoms, but they are 
also enabling unparalleled invasions 
of privacy.”

- Electronic Frontier Foundation



Play good defense
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when you communicate

https://signal.org/#page-top



Play good defense
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when you browse

+ Open source VPN
https://www.torproject.org/



Play good defense
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when you search

https://duckduckgo.com/



And play good defense
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EU-US and Swiss-US Privacy Shield
Amazon.com, Inc. participates in the EU-US and 
Swiss-US Privacy Shield frameworks

at home

https://www.privacyshield.gov/servlet/servlet.FileDownload?file=0
15t0000000QJdg

https://www.privacyshield.gov/servlet/servlet.FileDownload?file=015t0000000QJdg


More information

National Institute of Standards and Technology
https://www.nist.gov/

Electronic Frontier Foundation
https://www.eff.org/

Online Trust Alliance
https://otalliance.org/

Internet Watch Foundation
https://www.iwf.org.uk/

China’s Social Credit System
https://en.wikipedia.org/wiki/Social_Credit_System
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https://www.nist.gov/
https://www.eff.org/
https://otalliance.org/
https://www.iwf.org.uk/
https://en.wikipedia.org/wiki/Social_Credit_System
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alfred.philipson@cognizant.com

“Refreshingly thought-provoking…” 

– The Financial Times

“At Ford, we believe the key to creating products and experiences that truly make people’s lives better is to deeply understand our customers. Technology alone isn’t enough. So 
we’ve changed our product development process to focus on the customer experience – and not just the vehicle itself. In Sensemaking, Christian Madsbjerg explains with depth and 
structure how this is done.” – Mark Fields, president and CEO, Ford Motor Company

Thank you

mailto:Alfred.Philipson@cognizant.com
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