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LOGISTICS
• This webinar will last 60 minutes.

• Submit your questions using the Chat function 
sending to: Everyone or All Panelists AND 
Attendees!

• We are recording this webinar and it will be posted 
on the IBTTA website following the webinar.
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Disclaimer
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We would like to remind all participants in this virtual meeting that they act independently in the market. Participants are 
reminded that no information regarding business activities or strategies should be exchanged or discussed. As a reminder, 
whenever competitors meet — even for legitimate purposes like today’s meeting — there are antitrust sensitivities.
Discussion of any matters relating to competition among meeting participants or relating to practices that may restrain trade with 
third parties is not permitted. These prohibited subjects include, among others, employee compensation and benefit plans, 
prices, sale terms, territories, production and other elements of competition. Participants are responsible for ensuring their 
contributions comply with all applicable laws. In the event you ever feel that the course of discussion is headed into a 
questionable area, you should raise the issue immediately so that further discussion of such matters can be suspended pending
receipt of advice satisfactory to all participants that the topics addressed do not give rise to legal risk.
Willis Towers Watson shares available medical and pharmacy research, and the views of our consultants in our capacity as a 
benefits consultant. We do not practice medicine or provide medical, pharmacy or legal advice, and we encourage our clients to 
consult with both their legal counsel and qualified health advisors as they consider implementing various health improvement 
and wellness initiatives.
A reference to a particular third-party vendor solution is not intended to be an endorsement of that solution or certification of 
compliance with all applicable laws by Willis Towers Watson.
When implementing health improvement and wellness initiatives, clients should consider the compliance implications and 
discuss with their legal counsel and the applicable vendor. If the vendor’s services are offered through an existing medical plan, 
clients should ensure the terms of the program are properly disclosed to participants in plan materials. If a client offers a health 
savings account (HSA)-qualifying high-deductible health plan, then HSA eligibility issues also should be considered. If the 
vendor’s services are offered outside of the existing medical plan(s), then the services being provided must be evaluated to 
determine whether the program would, on its own, be considered a group health plan and, therefore, be required independently 
to comply with various applicable laws (e.g., ERISA, Health Insurance Portability and Accountability Act, COBRA, the Affordable 
Care Act).
Willis Towers Watson is providing this information to you solely in our capacity as consultants with knowledge and experience in
the industry, and not as legal advice. The issues presented here have legal implications, and we recommend discussing this 
matter with your legal counsel prior to choosing a course of action. 
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Agenda
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Discussion topic Speakers

 Welcome and overview

 The New Norm – Cyber Insurance from a GC’s 
Perspective

 Cyber marketplace from the broker’s perspective 

 Cyber claim trends

 Solutions and prevention

Mark Cantelli

Gregory Odegaard

Teresa Carmody

Liz Caldwell

Jonathan Davies

Your questions 
are encouraged 
throughout the 
presentation
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Your facilitators and speakers 
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Teresa Carmody
Willis Towers Watson

Senior Cyber Broker – Midwest 
Team Lead

FINEX North America

teresa.carmody@willistowerswats
on.com

+1 312 618 7136

Jonathan Davies
Willis Towers Watson

Cyber Risk Consultant
FINEX North America

jonathan.davies@willistowerswatson.com
+1 702 582 4300

Liz Caldwell
Willis Towers Watson
Cyber Claims Advocate
FINEX North America

elizabeth.caldwell@willistowerswatson
.com

+1 505 204 9417

Gregory Odegaard
Tollplus, LLC

General Counsel 

godegaard@tollplus.com
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Cyber Risk Management

The New Norm – General 
Counsel’s Perspective
Gregory Odegaard
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Managing Expectations- The New Norm

• Why the increase in cost for cyber insurance? How does claim activity 
affect cyber insurance renewal?

• Capacity issues  - Insurance carriers cutting capacity from $10M layers 
to $5M

• Certain layers in a program have become unappetizing to cyber 
insurance carriers

• Will cyber insurance costs come back down?

• What can a company do proactively to help your broker or insurance 
carrier?

10
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Cyber marketplace from 
a broker’s perspective
Teresa Carmody

Cyber Risk Management
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Cyber market update – Q1 2022

Premiums and retentions
 Systemic exposure created by technology supply chain companies has become 

increasingly concerning to carriers with several such vendor breaches in 2021 
leading to a cascade of claims within cyber portfolios (e.g. Blackbaud, 
SolarWinds).

 2021 saw a transition to a “hard” Cyber market with increases for loss free 
accounts worsening through the year:

Q1 2021: +15% to +30%
Q2 2021: +30% to +50%
Q3 2021: +50% to + 75%
Q4 2021: +100%
Q1 2022: +100% to +200%

 Excess Carriers are focused on rate adequacy regardless of attachment and 
pushing for higher ILF’s, now resulting in higher increases on excess than on 
primary. Minimum ILF’s are between 80% and 95% and sometimes higher.

 Challenged industry classes include Healthcare, Higher Education, Public 
Entities, Manufacturing, Construction, Financial Institutions, & Technology 
Companies.

Capacity and coverage
 Global insurers are managing capacity often to no more than $5 million total on a  

single company.

 Most carriers are pushing higher retentions.

 Carriers are adjusting coverage for ransomware. Some are applying sub-limits and/                 
or co-insurance for ransomware events.  

 Many carriers are now requiring their own ransomware supplemental applications 
regardless if a primary supplemental has been completed.

Underwriting process
 Insurers are requiring significantly more information and higher security standards to 

maintain coverage due to increased losses.

 Several insurers are having vulnerability scans done on their insureds and requiring 
remediation of weaknesses.

 More insurers are looking at 3rd party “Cyber Security” ratings to supplement their 
underwriting (BitSight, Security Scorecard).

 Many carriers are not looking to write new business unless controls are best-in-
class.

Prognosis  
 2022 rate increases expected to be less pronounced than 2021 with market stabilization expected in 2023.

© 2022 WTW. All rights reserved. Proprietary and Confidential. For WTW and WTW client use only. Not suitable for unintended purpose or use by unauthorized recipient.
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Cyber market overview 
Timeline of factors affecting rate (2015 to the present) 
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Rate prediction?

Rate prognosis and forecast

Historic rate 
deterioration 

Widespread price 
pressure and 

broader coverage 
terms driven by 

abundant capacity 
from 2015 – 2019

Event-driven cyber 
exposures

SolarWinds, Accellion 
and MSE attacks 

highlight supply-chain 
vulnerabilities. Full 
extent of potential 

losses are unknown 
but potentially 
catastrophic  

Ransomware crisis 
(2020 to present) 

Targeted attacks with 
new, dangerous 
malware variants 

lead to an 
exceptional increase 

in size of 
ransomware 
demands and 

ensuing losses

2018 and 2019 
regulatory 

developments
GDPR, CCPA and 

other stringent 
privacy compliance 

laws increase 
underwriting 

concerns

2017 NotPetya 
and WannaCry 
ransomware 

attacks 
Material network 

outage losses 
incurred across all 

industries, with total 
global damages 

estimated at 
$10 billion

Prognosis:
The last 12 months have seen carriers pushing harder for higher 

rates, noting that that current cyber premiums are inadequate 
compensation for the risks assumed
Coverage restrictions for losses arising from ransomware attacks
Forecast:  Rest of 2021
Overall: +100% - 200%+

A single 
NotPetya loss 
was estimated 

at about 
$1 billion  

Potential fines 
of 4% of 
annual 

turnover apply 
with GPDR  

At least 60 
insurers 

competitively 
drive down 

rates  

SolarWinds 
intrusion 

potentially 
affects 18,000 
organizations  

Accellion data 
exfiltration 

attack against 
FTA 

application   

Potential fines 
of 4% of 
annual 

turnover apply 
with GPDR  
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The ransomware crisis
Cyber threat environment
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 According to KnowBe4, ransomware damages 
will cost the world more than $20 billion by 
2021, more than 60 times greater than in 2015 

 Ransomware currently attacks a business 
every 14 seconds

 New variants of ransomware have proven to 
destroy backups, steal credentials, expose 
victims, leak stolen data and threaten the 
target companies’ customers

 Approximately 188 million ransomware attacks 
occurred in 2019 alone 

 Ransomware is outpacing all other losses, with 
the frequency and severity of claims —
insurers are reporting demand increases from 
239% to more than 400% during the past two 
years

 Single ransom demands exceeded $60 million 
in 2020 

 There were four times more extortion demands 
paid in 2019 than 2018

 Net Diligence reported its key findings from 
2015 – 2019 (five-year period): the average 
total incident cost for large companies — costs 
for all ransomware claims was $18.9 million 

$20B

$11.5B

$8B

$5B

$325M
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Ransomware — key areas of underwriting focus

 Multifactor authentication (for remote access? 
across entire organization?)

 Open RDP ports 

 Backups (offline, encrypted, segmented, how 
often are they tested?)

 Privileged accounts (how many, controls around 
them, etc.?)

 Employee training/phishing awareness 

 Use of active directory (controls, authentication 
and permissions)

 Patching cadence (response time, patching 
success)

 Endpoint security (tools implemented, what 
percentage of the organization? is there an 
incident response team?)

15
© 2022 Willis Towers Watson. All rights reserved. Proprietary and Confidential. For Willis Towers Watson and Willis Towers Watson client use only.

Breakdown of ransomware attacks 
— Q4 2020



willistowerswatson.com

Cyber liability
Technical Controls and core focus areas for underwriters 
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 Complex Passwords
 Multi-Factor Authentication
 Restrict access via a firewall
 Enable Restricted Admin Mode

RDP is a dominant attack vector for ransomware. Recommendations to secure        
RDP include:

 VPN
 Encryption
 RDP Gateway
 Complex passwords

Remote desktop protocol

In addition to securing RDP, insurers are looking for insureds to utilize MFA                          
to secure:

 Email
 Network Access
 Privileged User Accounts
 Virtual Desktop Instances (VDI)
 Cloud resources including Office365

Multifactor authentication

 Placement Within the Network
 Network Level Authentication (NLA)
 Endpoint Detection Protection and Response 
 Limit Domain Administrator Account Access
 Regular cybersecurity awareness and phishing training
 If using O365, O365 Advanced Threat Protection add-on and Defender
 Minimize the number of Local Administrator Accounts and ensure each is unique 
 Use of account-naming convention that does not reveal organizational information
 24/7 SOC or MSSP solution
 PAM Tool

Additional safeguards include

Property secured back-ups reduce the severity of Ransomware losses. 
Recommendations include:

 Encrypting backups
 Segregating backups; physically stored offsite and offline 
 Regular testing backups for data integrity and restorability
 Regularly performing full and incremental backups of data
 Regular testing of Incident Response/Business Continuity Plan which should               

include ransomware events

Back-up policies

© 2022 WTW. All rights reserved. Proprietary and Confidential. For WTW and WTW client use only. Not suitable for unintended purpose or use by unauthorized recipient.
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Prevent

• Limit the number of parties with authority to initiate funds 
or securities transfers; create accountability chains 
according to organizational risk

• Require supervisory approval of changes to account 
details, including contact information and bank routing 
numbers (offline/ telephone approval)

• Require supervisory approval of all wire transfers above 
a certain amount (offline/ telephone approval)

Verify

• All vendor/ supplier bank accounts via direct call to a 
receiving bank, prior to establishment in the Accounts 
Payable (AP) system

• Requested changes to a vendor’s account details, 
including bank routing numbers and contact information, 
via direct phone call at a predetermined number

• Do not attempt to verify changes via email or via phone 
number provided with a change request; these 
communication methods may be intercepted as a 
component of the phishing campaign

Identify

• Identify key roles in which employees may be especially 
vulnerable to social engineering attacks, including those 
in Accounts Payable; with access to Payroll, Confidential 
Corporate Information and/ or PII; and with approval/ 
oversight of critical systems and processes

• Run regular reports showing all changes to vendor 
details

Train

• Offer regular guidance & training to employees around the 
detection of phishing and other social engineering scams

• Consider tailored training according to employee’s role
• Focus training on preventing hurried response and 

overcoming emotional/ impulsive reactions
• Ensure procedures are performed consistently across 

business units

Reducing Cyber Crime
Best Practices

17
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Cyber coverages

 Breach response coverages: costs may include those incurred to hire breach counsel, complete a forensic investigation, 
hire a public relations firm, notifications to affected individuals, call center services, ID theft restoration/credit monitoring.

 Network security & privacy liability coverage: coverage for indemnity and defense costs for third-party claims and 
regulatory actions alleging a security failure or privacy event.

 Regulatory Fines & Penalties: monetary fines and penalties an insured is legally obligated to pay due to a regulatory 
proceeding by a governmental entity.

 Media liability: Coverage for indemnity and defense costs for third-party claims alleging media wrongful acts, such as 
defamation, disparagement and copyright/trademark infringement in the dissemination of internet content and media

 Business interruption/System Failure: Indemnification for loss of income, incurred extra expenses and claims preparation 
costs that arise directly out of a network outage due to an unplanned outage

 Dependent business interruption/System Failure: Extends the business interruption to cover your lost income and extra 
expenses incurred due to a network interruption, occurring at one of your critical third parties or outsourced providers that
you rely on to conduct business. 

 Data Recovery: Costs to rebuild, restore, replace electronic data or software corrupted or deleted in a cyber event

 Cyber extortion/ransomware: Covers extortion payments and associated expenses to investigate a security threat to 
release or refuse to unencrypt sensitive information or to bring down a network unless a ransom is paid.

 Cyber Crime: May include direct financial loss due to Telephone Fraud, Cryptojacking, Social Engineering, Invoice 
Manipulation, Transfer Fraud.

 Reputational Harm: loss of net profit an insured would have earned if not for an adverse media event

 Computer Hardware Replacement costs (Bricking): replacement costs for computer hardware and devices or equipment 
left unusable due to a cyber event 

18
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Cyber Claim Trends
Liz Caldwell

Cyber Risk Management
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WTW Proprietary Cyber Claims Data 
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Cyber claim notifications by year 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2014 2015 2016 2017 2018 2019 2020 2021 

Headline Figures

Average claim settlement $2.5m 

Largest loss $291.9m 

Median loss $95,783 
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WTW Proprietary Cyber Claims Data
2021 Notifications by Event Type
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30%

25%

15%

11%

7%

2%
2%

1% 1%
<1%

<1%
<1%

4%

2021 cyber notifications - Type of event

Malicious data breach

Ransomware

Accidental data breach

Social engineering

Hacking damage, other

Physical theft of data

Rogue employee

Virus/malware transmission

Business disruption

Denial of service attacks

Computer/CPU hijacking

Electronic theft of monies

Other
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WTW Proprietary Cyber Claims Data
2021 Notifications by Industry
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17%

17%

14%
12%

9%

7%

5%

5%

3%
3%

3%
2%

1%
2%

2021 cyber notifications by industry

Healthcare

Manufacturing

Financial institutions

Education

Retail & wholesale

IT and telecommunications

Professional services

Hospitality & leisure

Real estate

Construction & engineering

Transportation

Media & entertainment

Government

Other
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WTW Proprietary Cyber Claims Data
Data Breaches
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The graph below shows the average costs but broken down by the different types of cost that they are 
comprised of. 
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WTW Proprietary Cyber Claims Data
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WTW Proprietary Cyber Claims Data
Ransomware
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Claims Trends 

26

■ Ransomware and Resulting Business Interruption Claims
■ Dependent Business Interruption Claims

■ A third-party service provider suffers a cyber incident (such as a 
ransomware attack) causing an interruption in service or operations. As 
a result of the interruption in service, companies that rely on the third-
party service provider for services are no longer able to receive services 
from the provider, forcing them to find workarounds and potentially lose 
income (business income loss) and incur extra expenses.

■ Examples: Kronos and Expeditors 

■ Increased Scrutiny by Carriers of Proofs of Loss

© 2022 WTW. All rights reserved. Proprietary and Confidential. For WTW and WTW client use only.
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Solutions and prevention
Jonathan Davies

Cyber Risk Management
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Cybersecurity 101
You’ve got this, right?
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Asset 
Management

Identity and 
Access 

Management

Personally 
Identifiable 
Information 

(PII) Incident 
Response 
Planning

Cyber 
Hygiene

Guest 
Networks

Insider 
Threat

Phishing & 
Social 

Engineering

Budget 
Constraints

Risk 
Quantification

Privacy Risk

Protected 
Health Data 

(PHI)

Supply Chain

Third Party 
Cyber Risk

Business 
Impact 

Analysis

Regulatory 
Compliance

Endpoint 
Detection and 

Response

Digital 
Convergence

Vulnerability 
Management

Reputation 
Risk

Awareness 
and Training

Business 
Continuity

Remote 
Access

Multi-Factor
Authentication

Ransomware

Backup 
Strategy

Privileged 
Access

Risk Transfer 
Strategy

Governance 
Structures

Threat 
Intelligence

Vendor 
Marketplace

Mobile Device 
Management

Patch 
Management
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Comprehensive cyber risk management requires alignment with business 
objectives and a cross-functional approach
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Business objectives and
impact analysis

 How does cyber risk impact an 
organization’s ability to achieve  
core business objectives?

 What are the key cyber risks that 
could affect operations, profitability 
and data protection across the 
organization?

 Once identified, assessed and 
quantified, how are these key risks 
aligned with overall business goals?

Optimize insurance 
and cyber risk 

capital allocation 

Holistic approach

 People: Understand and address 
factors underlying the #1 source of 
cyber breaches, your people

 Capital: In-depth risk quantification 
through modeling and analysis to 
protect capital and enhance post-
breach solutions

 Technology: Assess and model your 
technical controls to confirm they are 
providing promised security

Improve cyber risk 
posture and 

enhance resilience

Reduce costs of 
cyber 

risks/incidents



willistowerswatson.com

Proactive defense measures for risk leaders

Risk leaders can help reduce their organization’s risk exposure by:
 Adopting a holistic, cross-functional approach to assessing and quantifying cyber 

risk, and prioritizing risks according to level of business criticality

 Addressing ransomware recovery in their business continuity plan (BCP), incident 
response plan (IRP) and disaster recovery plan (DRP), all of which should be 
reviewed and tested annually

 Including pre-established, clear decision-making rights in the IRP

 Maintaining an effective cybersecurity training and awareness program, or anti-
phishing training as a minimum standard, and fostering a security-aware corporate 
culture

30
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Proactive defense measures for IT/Infosect teams

IT/Infosec teams can help reduce their organization’s risk exposure by:
 Maintaining a robust, enterprise-level vulnerability and patch management program

 Backing up business-critical data, and regularly testing the restoration procedure

 Blocking SMB port access (445 & 139) and RDP (3389) to all computers from the 
internet

 Ensuring all Windows OS and Microsoft software are patched, especially for 
MS17-010; any unsupported or outdated operating systems should either be 
upgraded or reconfigured to stop SMB and RDP

 Maintaining an effective access management program, limiting access to the rule of 
least privilege, and implementing multifactor authentication (MFA) 

 Implementing continuous monitoring of networks for anomalous behavior, with clear 
procedures for identifying, detecting, protecting from, responding to and recovering 
from threats

31
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willistowerswatson.com 

About Willis Towers Watson
Willis Towers Watson (NASDAQ: WLTW) is a leading global advisory, broking and solutions company that helps clients
around the world turn risk into a path for growth. With roots dating to 1828, Willis Towers Watson has 45,000 employees
serving more than 140 countries. We design and deliver solutions that manage risk, optimize benefits, cultivate talent, and
expand the power of capital to protect and strengthen institutions and individuals. Our unique perspective allows us to see
the critical intersections between talent, assets and ideas — the dynamic formula that drives business performance.
Together, we unlock potential. Learn more at willistowerswatson.com.

Decode Cyber Risk



Cybersecurity Insurance May 3, 2022

Café IBTTA with Tracy Marks, President, 
TransCore LP
Wed, May 11, 2022 at 11am ET | Webinar

Spring Board & Committee Meetings
May 13-14, 2022 | Denver, CO

Road Usage Charging & Finance Conference
May 15-17, 2022 | Denver, CO

2023 Conference Planning Meeting
Sat, June 25, 2022 | Cleveland, OH

IBTTA Foundation Community Service 
Project
Sun, June 26, 2022 | Boys and Girls Club of 
Northeast Ohio | Cleveland, OH

Maintenance, Engineering & Roadway 
Operations Workshop
June 26-28, 2022 | Cleveland, OH

Fall Board & Committee Meetings
September 16, 2022 | Austin, TX

90th Annual Meeting & Exhibition
September 17-20, 2022 | Austin, TX

Global Summit
October 23-25, 2022 | Dublin, Ireland

Upcoming Events – www.IBTTA.org/events

THANK YOU FOR JOINING US
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